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Abstract

In this paper, the presence of transmission delay and sampling delay in chaos-based secure communication systems by employing
impulsive synchronization is studied. A time delayed impulsive differential system with delayed impulses, modeling the synchronization
error between the driving and response schemes employed in such communication systems, is presented. The equi-attractivity property
of the error dynamics is investigated and the sufficient conditions leading to this property are obtained. A set of upper bounds on the
delay terms involved in the system are also obtained, and a numerical example is given. A communication security scheme employing
hyperchaotic systems possessing continuous driving, impulsive driving and delay is proposed and simulation results are given to demonstrate
the performance of the scheme.
� 2005 Elsevier Ltd. All rights reserved.
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1. Introduction

Over the past decade, several interesting communica-
tion security schemes, based on chaos, have been proposed
(Cuomo and Oppenheim, 1993; Grassi and Mascolo, 1999a;
Halle et al., 1993; Kocarev et al., 1992; Pecora and Carroll,
1990) for synchronized chaotic and hyperchaotic systems. In
these systems, perfect synchronization is usually expected to
recover the information signals. In other words, the recovery
of the information signals requires the receiver’s own copy
of the chaotic signal which is synchronized with the trans-
mitter’s one. This is done through driving the system at the
receiver end by one of the state variables of the system at the
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transmitter end (Cuomo and Oppenheim, 1993; Halle et al.,
1993; Kocarev et al., 1992; Pecora and Carroll, 1990), or
by a linear combination of the state variables of the system
at the transmitter end (Grassi & Mascolo, 1997, 1999a,b).
Therefore, how to achieve synchronization is a key require-
ment in the design of chaos-based secure communication
schemes. InPecora and Carroll (1990), continuous driving
methods and the theory of Lyapunov exponents are ap-
plied to study the asymptotic stability of the error system
between the driving and response systems. Further investi-
gation of this particular type of synchronization using low-
dimensional chaotic systems and employing the Lyapunov-
functions theory is given inCuomo and Oppenheim (1993).
The hyperchaos synchronization between higher dimen-
sional chaotic systems, possessing more than one positive
Lyapunov exponent, using an observer design method, has
been studied in (Grassi & Mascolo, 1997, 1999a,b; Peng et
al., 1996). Some theoretical results concerning the condi-
tions under which a specific kind of generalized synchro-
nization whose synchronizing manifold is linear, has been
presented inYang and Chua (1999).
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Another type of synchronization, impulsive synchro-
nization, has been developed (Amritkar and Gupte, 1993;
Stojanovski et al., 1996). It allows synchronization of
chaotic systems using only small impulses (Suykens et
al., 1998; Yang & Chua, 1997a,b) generated by samples
of the state variables of the driving system at discrete
time instances. These samples are called the synchroniz-
ing impulses and they drive the response system discretely
at these instances. After a finite period of time, the two
chaotic systems behave in accordance with each other and
the synchronization of the two chaotic systems is achieved.
In other words, the asymptotic stability property of the
error dynamics between the driving and response systems
is reached. The impulsive synchronization has been ap-
plied to a number of chaos-based communication systems
which exhibit good performance for the synchronization
purposes and for security purposes (Yang & Chua, 1997a,b;
Khadra, Liu, & Shen, 2003b). One particular advantage
of this approach is its ability to be combined with con-
ventional cryptographic techniques. Recently the detailed
experiments and performance analysis of impulsive syn-
chronization have been carried out (Itoh et al., 1999, 2001;
Itoh et al., 1999), and synchronization with varying im-
pulse durations has also been studied (Li et al., 2001; Li et
al., 2001). However, the transmission and sampling delays
in communication security systems employing impulsive
synchronization, are inevitable. Therefore it is necessary to
analyze the robustness of impulsive synchronization in the
presence of these two types of delay. Transmission delay
is created from transmitting all the information needed for
continuous driving and for accurate decryption of messages.
Sampling delay is created from sampling the impulses at
the receiver end for identical synchronization. The study
of impulsive systems and delayed impulsive systems by
employing non-smooth Lyapunov-like functions, has been
an active research area for many years. For example, in
Ballinger and Liu (1999, 2000), the existence, uniqueness,
boundedness and stability of solutions to a specific type of
delayed impulsive systems, have been studied by utilizing
the theory of Lyapunov functions and Lyapunov function-
als. The asymptotic stability of singularly perturbed delayed
impulsive systems with uncertainty from non-linear pertur-
bations, is explored inGuan et al. (2001). Actually, delay
is an essential issue in communication security systems,
especially when dealing with cryptosystems that involve
continuous driving as well as impulsive driving. The error
dynamics generated from these secure communication sys-
tems will involve delay in both the differential system and
in the driving impulses simultaneously. In this paper, we in-
vestigate the delay issue and the performance of impulsive
synchronization under the influence of delay. In particular,
we analyze how much delay such systems can endure with-
out losing their desired equi-attractivity properties, and ob-
tain a relationship between the parameters of these systems,
including the delay terms. This will reflect the robustness
of impulsive synchronization when delay is present and

the ability of cryptosystems to overcome the delay problem
without affecting their security and performance.
This paper is organized as follows. In Section 2, we

present the applications of impulsive synchronization to se-
cure communication and show how delay arises in these
models. In Section 3, a general impulsive differential system
with delay, which resembles the one used in secure commu-
nication and possesses delayed impulses, is presented and
the equi-attractivity of its solutions is investigated. In Sec-
tion 4, a numerical example on impulsive synchronization
using a hyperchaotic impulsive system is given to validate
the theory obtained in Section 3. A communication security
scheme employing hyperchaotic systems is given in Sec-
tion 5, where additional simulation results are presented to
demonstrate the performance of the proposed system. Con-
clusions are given in Section 6.

2. Problem formulation

A cryptosystem has been proposed inKhadra et al.
(2003a), in which the impulses and the encrypted signal are
transmitted simultaneously across the public channel. The
cryptosystem possesses a response system at the receiver
end which is driven continuously by the encrypted signal
(transmitted signal), and impulsively by the synchronizing
impulses at the discrete instancesti , i = 1,2, . . . , where
the impulses are applied linearly on the chaotic system
at the receiver end. The encryption process is done using
chaotic masking and chaotic modulation as follows. Ifm(t)

represents the message signal, then the encrypted signal is
given byf (t) = e(m(t)) = x1(t)(m(t) + x3(t)). The trans-
mitted signals(t) is a combination of the synchronizing
impulses and the encrypted signalf (t). It is used to drive
the response systemu continuously and impulsively. Thus
due to the presence of transmission delay in the process, a
delay term will be involved in the systemu as well as in
the impulses, as shown inFig. 1. Let us denote this type of
delay, appearing in the chaotic systemu itself but not in the
impulses, bỹr. Furthermore, sampling the impulses in the
chaotic systemu at the receiver end, in order to apply the
impulsive synchronization process, will also involve delay.
Therefore the impulses at the response system will possess
a delay term representing the maximum of the two types

Fig. 1. Cryptosystem involving the transmission of impulses and driving
signal x1(t)(m(t) + x3(t)), with delay.
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of delay: transmission delay and sampling delay. We shall
denote this maximum delay term byri , i = 1,2, . . . , cor-
responding to each impulse. Ifx(ti), i = 1,2, . . . , are the
discrete values of the driving systemx sent across a pub-
lic channel for synchronization, then, using the substitution
�i = ti + ri , for i = 1,2, . . . , the moments�i , i = 1,2, . . . ,
become the moments of impulse at the receiver end. Hence
the chaotic systems can be represented at the transmitter and
the receiver ends, which are based on the Lorenz system and
without the presence of the message signalm(t), as follows.
At the transmitter end, we have

ẋ(t) = Ax(t) + �1(x(t)) + �2(x(t)) (1)

and, at the receiver end, we have{
u̇(t) = Au(t) + �1(x(t − r̃)) + �2(u(t)), t �= �i
�u(t) = −Bie(t − ri), t = �i , i = 1,2, . . . ,

(2)

where

A :=
(−� � 0

� −1 0
0 0 −b

)
, �,� andb are positive constants,

�1(x) = (0,−x1x3,0)T, �2(x) = (0,0, x1x2)T, �u(ti) =
u(t+i )− u(t−i ), u(t+i )= lim t→t+i

u(t), Bi are 3× 3 constant
matrices describing the linear nature of the driving impulses,
for i=1,2, . . . , ande=x−u is the error dynamics. Notice
that according to this model, the system at the receiver end is
driven continuously by the signalx1x3 and by the impulses.
From (1) and (2) the error dynamicse is given by{ ė(t) = Ae(t) + �1(x(t), x(t − r̃))

+�2(x(t),u(t)), t �= �i ,
�e(t) = Bie(t − ri), t = �i , i = 1,2, . . . ,

(3)

where�1(x(t), x(t − r̃)) = �1(x(t)) − �1(x(t − r̃)) and
�2(x(t),u(t))= �2(x(t))− �2(u(t)). Let � = 10, � = 28,
b= 8

3, Bi =B=−diag(0.5,0.6,0.2), � := �i =�i −�i−1=
0.002, for all i = 1,2, . . . , and ri = r̃ = 0.001. By apply-
ing the Runge–Kutta integration method with an integration
step-size given by 0.0001, identical synchronization cannot
be achieved, although the magnitude of the delay is fairly
small, as shown inFig. 2(a). In fact, choosing different ma-
tricesBi , i = 1,2, . . . , does not improve the synchroniza-
tion results. The reason for such behaviour is that the two
terms�1(x(t)) and�1(x(t − r̃)) no longer eliminate each
other. Thus the magnitude of the error between them will
not approach zero, sincex is a chaotic signal. Therefore it is
necessary to construct a new system at the receiver end that
will synchronize with the chaotic attractor. By adding the
two terms�1(u(t)) and−�1(u(t − r̃)) in (2), we obtain{ u̇(t) = Au(t) + �1(u(t)) + �1(x(t − r̃))

−�1(u(t − r̃)) + �2(u(t)), t �= �i ,
�u(t) = −Bie(t − ri), t = �i , i = 1,2, . . . .

(4)
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Fig. 2. Error dynamics (a) for system (3); (b) for system (4).

This is feasible because the two terms are generated using the
response system at the receiver end and are also independent
of the system at the transmitter end. Upon the addition of
these two terms, the error dynamics is given by{ ė(t) = Ae(t) + �1(x(t),u(t)) + �1(x(t − r̃),

u(t − r̃)) + �2(x(t),u(t)), t �= �i ,
�e(t) = Bie(t − ri), t = �i , i = 1,2, . . . .

(5)

The simulation of the error dynamics, given by (5), using the
same values given above except for the delay terms, where
we have chosenri =0.002, i=1,2, . . . , and̃r =0.6, shows
identical synchronization (seeFig. 2(b)).
We shall analyze the dynamics of system (5) and find

the conditions under which the equi-attractivity property of
this system may be achieved. First, we state the following
observations:

1. Notice that

‖�m(x,u)‖�Lm‖x − u‖ = Lm‖e‖,

wherem=1,2 andL1 andL2 are two positive constants.
The later inequality will be used in the theory developed
for a certain kind of ODEs.

2. Due to the presence of delay in system (5), we shall
employ two different types of norms where appropriate,
the standard Euclidean norm‖x(t)‖ and the supremum
norm defined by

‖xt ‖̃r = sup
s∈[−r̃ ,0]

‖x(t + s)‖,

wherext (s)=x(t+s), for all s ∈ [−r̃ ,0]. The later norm
and the notationxt are standard mathematical tools used
in the theory of delayed differential equations. Note that
‖x(t)‖�‖xt ‖̃r , and it will be used in the later develop-
ment of the theory.
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3. Stability of delayed impulsive systems

Consider the system
ẋ(t) = Ax(t)+�1(x(t))+�1(x(t−r̃))

+�2(x(t)), t �= �i ,
�x(t) = Bix(t−ri), t=�i i=1,2, . . . ,

}
t > t0,

x(t) = �(t − t0), t0 − r� t� t0,

(6)

whereA is ann×n constant matrix,�x(�i )=x(�+
i )−x(�−

i ),

x(�+
i ) = lim t→�+

i
x(t), the moments of impulse satisfy

t0< �1< �2< · · ·< �i < ... and limi→∞ �i = ∞, �(t) is
a continuous initial function defined over[t0 − r, t0], r̃

and ri are constant delay terms, for alli = 1,2, . . . ,
and r := maxi {̃r, ri}�0. Let k, k̃, ki , i = 1,2, . . . , be
a set of non-negative integers chosen in such a way
that �i−k < �i − r��i−k+1, �i−ki < �i − ri ��i−ki+1 and
�i−k̃ < �i − r̃��i−k̃+1, where 1�ki + k̃� i and �0 is de-
fined to be some point satisfyingt0 − r��0< �1 (notice
that �0 does not represent a moment of impulse). Assume
that �1 and �2 are continuous non-linear maps satisfy-
ing ‖�m(x)‖�Lm‖x‖, wherem = 1 or 2, for someL1
andL2>0, andBi aren × n constant matrices satisfying

‖Bi‖=
√

�max(BT
i Bi)<L3, for all i=1,2, . . . , and for some

L3>0 (�max(BTB) is the largest eigenvalue ofBTB). This
guarantees that, for each(t0,�) ∈ R+ × C([−r,0],Rn),

there exists a local solution of (6) satisfying the initial con-
dition x(t)=�(t − t0), for t0− r� t� t0 (Ballinger and Liu,
1999, 2000). Let x(t) := x(t, t0,�) be any solution of (6)
satisfyingx(t) = �(t − t0), for t0 − r� t� t0, andx(t) be
left continuous at each�i > t0 in the interval of existence,
i.e., x(�−

i ) = x(�i ). In order to state the main result, we
shall introduce the following classes of functions and some
necessary definitions:

Sc(M) := {x ∈ Rn : ‖x‖�M},

Sc(M)0 := {x ∈ Rn : ‖x‖>M},

�0(M) := {V : R+ × Sc(M) → R+ : V (t, x) ∈
C((tk, tk+1] × Sc(M)), locally Lipschitz inx andV (t+k , x)
exists fork = 1,2, . . .}, whereM�0.

Definition 1. Given the delay constantr, the linear space
C([−r,0],Rn) is equipped with the norm‖ · ‖r defined by
‖�‖r = sup−r� s�0‖�(s)‖.

Definition 2. LetM�0 andV ∈ �0(M). Define the upper
right derivative ofV (t, x) with respect to the continuous
portion of system (6), for(t, x) ∈ R+ ×Sc(M)0 andt �= �i ,
by

D+V (t, x)

:= lim
�→0+ sup

1

�
[V (t + �, x + �f (t, x)) − V (t, x)].

Definition 3. Solutions of the impulsive system (6) are said
to be

(S1) equi-attractive in the large if for each�>0, 	>0 and
t0 ∈ R+, there exists a numberT := T (t0, �, 	)>0
such that‖�‖r < 	 implies‖x(t)‖< �, for t� t0 + T ;

(S2) uniformly equi-attractive in the large ifT in (S1) is
independent oft0.

From the definition of equi-attractivity in the large, it can
be seen that solutions of system (6), which possess this
property, will converge to zero no matter how large‖�‖r
is, i.e., limt→∞ x(t) = 0. Moreover, the notions of uniform
equi-attractivity in the large and equi-attractivity in the large
become identical for autonomous systems. Therefore the
term uniform is dropped. Furthermore, equi-attractivity in
the large will be an appropriate tool for reflecting the be-
haviour of impulsive synchronization of chaotic systems (1)
and (4), by driving the error dynamics (5) to zero.
Notice that by applying Taylor’s Theorem, Taylor’s Re-

mainder Theorem and system (6), we obtain the estimate

x(�i − ri) = x(�i ) − ri ẋ(t)
= x(�i ) − riAx(t) − ri�1(x(t))

− ri�1(x(t − r̃)) − ri�2(x(t))

for small ri and for somet ∈ (�i − ri, �i ), i = 1,2, . . . . If
t is one of the impulses, theṅx(t) refers to the left hand
derivative which exists. It follows that

‖x(�i ) − x(�i − ri)‖�ri[‖A‖ + L1 + L2]‖x(t)‖
+ riL1‖x(t − r̃)‖ (7)

for somet ∈ (�i−ri, �i ) and fori=1,2, . . . .The importance
of inequality (7) will become evident in the proof of the next
theorem which will give the conditions under which system
(6) is equi-attractive in the large.

Theorem 4. Let 2̃� be the largest eigenvalue ofAT + A,
�i+1 := �i+1 − �i ��, for some�>0,

Ei := Ki‖I + Bi‖, (8)

Fi := riLi‖Bi‖[‖A‖ + 2L1 + L2], (9)

Ki := exp{a�i+1 + L1�i+1 exp(a�i+1)}, (10)

Li := exp

{
a(�i − �i−ki−k̃) + L1

a

×exp[a(�i − �i−ki−k̃)] − L1

a

}
(11)

for i = 1,2, . . . , where a := �̃ + L1 + L2 and I is the
identity matrix of an appropriate dimension. IfJi is the
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(ki + k̃) × (ki + k̃) matrix given by

Ji :=



0 1 0 · · · 0 · · · 0 0
0 0 1 · · · 0 · · · 0 0
0 0 0 · · · 0 · · · 0 0
...

...
...

. . .
...

. . .
...

...

0 0 0 · · · 0 · · · 0 1
Fi 0 0 · · · Ei · · · 0 0

 , (12)

i=1,2, . . . , whereEi is in theki th column, then system(6)
is equi-attractive in the large provided that every eigenvalue,
�(i), of Ji satisfies|�(i)|�
<1, for i = 1,2, . . . (in other
words, thematrixJi may define a contraction linearmapping
overRki+k̃).

Proof. We shall prove that under the assumptions of The-
orem 4,‖xt ‖̃r → 0, ast → ∞. Thus, in view of observa-
tion 2 in the previous section, we can immediately conclude
that ‖x(t)‖ → 0, ast → ∞ which means that system (6)
is equi-attractive in the large. By considering the Euclidean
normV (x(t)) := ‖x(t)‖ = (xTx)1/2, we have

D+V (x) = (1/2)(xTx)−1/2(ẋTx + xTẋ)

= (1/2‖x‖)[xT(AT + A)x + 2�1(x)Tx

+ 2�1(x(t − r̃))Tx + 2�2(x)Tx]
�(1/2‖x‖)[2̃�‖x‖2 + 2L1‖x‖2 + 2L2‖x‖2

+ 2‖�1(x(t − r̃))‖‖x‖]
� (̃� + L1 + L2)‖x‖ + L1‖x(t − r̃)‖.

i.e.,D+[‖x(t)‖]�a‖x(t)‖ + L1‖x(t − r̃)‖, which implies
that

D+[‖x(t)‖] − a‖x(t)‖�L1‖x(t − r̃)‖.
Multiplying both sides of the above inequality by

exp(−at), we obtain

e−atD+[‖x(t)‖] − ae−at‖x(t)‖�L1e
−at‖x(t − r̃)‖.

This implies that

D+[e−at‖x(t)‖]�L1e
−at‖x(t − r̃)‖. (13)

Therefore, for everyt ∈ (�i − ri, �i] ⊂ (�i−ki , �i], for every
s ∈ [−r̃ ,0] and for everyi = 1,2, . . . , we havet + s ∈
(�i−ki − r̃ , �i] ⊂ (�i−ki−k̃ , �i], wheret − r̃ > �i−ki−k̃, and,
by (13),∫ t+s

�+
i−ki−k̃

D+[e−a�‖x(�)‖]d�

�L1

∫ t+s

�+
i−ki−k̃

e−a�‖x(� − r̃)‖d�.

Hence

‖xt (s)‖�e
a(t+s−�i−ki−k̃ )‖x(�+

i−ki−k̃
)‖

+ L1

∫ t+s

�+
i−ki−k̃

ea(t+s−�)‖x�‖̃r d�.

Taking the supremum of both sides of the latter inequality
over s ∈ [−r̃ ,0], we obtain

sup
s∈[−r̃ ,0]

‖xt (s)‖

� sup
s∈[−r̃ ,0]

ea(t+s−�i−ki−k̃ )‖x(�+
i−ki−k̃

)‖

+L1

∫ t+s

�+
i−ki−k̃

ea(t+s−�)‖x�‖̃r d�


�e
a(�i−�i−ki−k̃ )‖x(�+

i−ki−k̃
)‖

+ L1

∫ t

�+
i−ki−k̃

ea(t−�)‖x�‖̃r d�.

Thus

‖xt ‖̃r �e
a(�i−�i−ki−k̃ )‖x(�+

i−ki−k̃
)‖

+ L1

∫ t

�+
i−ki−k̃

ea(t−�)‖x�‖̃r d�.

Applying Gronwall’s Lemma (Lakshmikantham and Liu,
1993) and Eq. (11), we obtain

‖xt ‖̃r �e
a(�i−�i−ki−k̃ )‖x(�+

i−ki−k̃
)‖exp

×
[
L1

∫ t

�i−ki−k̃

ea(t−�) d�

]
�Li‖x(�+

i−ki−k̃
)‖.

By observation 2, it follows, for everyt ∈ (�i − ri, �i] ⊂
(�i−ki , �i] andi = 1,2, . . . , that

‖x(t)‖�‖xt ‖̃r �Li‖x(�+
i−ki−k̃

)‖. (14)

Similarly, by inequality (13) and for allt ∈ (�i , �i+1], s ∈
[−r̃ ,0] and i = 1,2, . . . , where t + s ∈ (�i − r̃ , �i] ⊂
(�i−k̃ , �i], we have∫ t+s

�+
i−k̃

D+[e−a�‖x(�)‖]d�

�L1

∫ t+s

�+
i−k̃

e−a�‖x(� − r̃)‖d�.

It follows that

sup
s∈[−r̃ ,0]

‖xt (s)‖

� sup
s∈[−r̃ ,0]

{
ea(t+s−�i )‖x(�+

i−k̃
)‖

+L1

∫ t+s

�+
i−k̃

ea(t+s−�)‖x�‖̃r d�
}
.
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Thus

‖xt ‖̃r �ea(t−�i )‖x(�+
i−k̃

)‖ + L1

∫ t

�+
i−k̃

ea(t−�)‖x�‖̃r d�

�ea�i+1‖x(�+
i−k̃

)‖ + L1e
a�i+1

∫ t

�+
i−k̃

‖x�‖̃r d�.

It follows, by Gronwall’s Lemma and Eq. (10), for alli=1,
2, . . . , that

‖xt ‖̃r � exp[a�i+1 + L1�i+1e
a�i+1]‖x(�+

i−k̃
)‖

=Ki‖x(�+
i−k̃

)‖.
Passing to the limit ast → �i+1, i = 1,2, . . . , the later
inequality becomes

‖x�i+1‖̃r �Ki‖x(�+
i−k̃

)‖. (15)

On the other hand, by system (6), Eq. (7) and observation
2, we have, fori = 1,2, . . . ,

‖x(�+
i )‖ = ‖x(�i ) + Bix(�i − ri)‖

�‖I + Bi‖‖x(�i )‖ + ‖Bi‖‖x(�i ) − x(�i − ri)‖
�‖I + Bi‖‖x(�i )‖ + ri‖Bi‖(‖A‖

+ L1 + L2)‖x(t)‖ + riL1‖Bi‖‖x(t − r̃)‖
�‖I + Bi‖‖x(�i )‖ + ri‖Bi‖(‖A‖

+ L1 + L2)‖x(t)‖ + riL1‖Bi‖‖xt ‖̃r .
By applying inequality (14), we get

‖x(�+
i )‖�‖I + Bi‖‖x(�i )‖

+ riLi‖Bi‖(‖A‖ + 2L1 + L2)‖x(�+
i−ki−k̃

)‖.

Hence, by Eqs. (8), (9) and inequality (15), together with
observation 2, we have, fori = 1,2, . . . ,

‖x(�+
i )‖�Ki‖I + Bi‖‖x(�+

i−k̃−1
)‖

+ riLi‖Bi‖(‖A‖ + 2L1 + L2)‖x(�+
i−ki−k̃

)‖
=Ei‖x(�+

i−k̃−1
)‖ + Fi‖x(�+

i−ki−k̃
)‖. (16)

Let v1(i − ki) := ‖x(�+
i−ki−k̃

)‖, v2(i − ki) :=
‖x(�+

i−ki−k̃+1
)‖, . . . , vki+k̃+1(i − ki) := ‖x(�+

i )‖, for all
i = 1,2, . . . . By inequality (16), it follows thatv1(i − ki +
1)= v2(i − ki), v2(i − ki +1)= v3(i − ki), . . . , vki+k̃−1(i −
ki + 1) = vki+k̃(i − ki) and vki+k̃(i − ki + 1)�Eivki (i −
ki)+Fiv1(i − ki), i = 1,2, . . . . Define the vectorv(i) :=
(v1(i), v2(i), . . . , vki+k̃(i))

T ∈ Rki+k̃ , i = 1,2, . . . . Then
the system of difference inequalities obtained above may
be written in a matrix form as follows:

v(i − ki + 1)�Jiv(i − ki), (17)

i = 1,2, . . . , whereJi is defined by Eq. (12). Thus if each
eigenvalue,�(i), of Ji lies strictly inside the unit circle, i.e.,
|�(i)|�
<1, i = 1,2, . . . , then the matrixJi may define a

contraction mapping. Since eachki �k, for all i=1,2, . . . ,
it follows, by (17), that limi→∞ v(i)=0. On the other hand,
vki+k̃+1(i − ki) = ‖x(�+

i )‖, i = 1,2, . . . . Therefore we can
conclude that

lim
i→∞ ‖x(�+

i )‖ = lim
i→∞ vki+k̃+1(i − ki) = lim

i→∞ vk̃+1(i) = 0.

Moreover, from inequality (14), we can further conclude
that, for everyt ∈ (�i − ri, �i], i = 1,2, . . . ,

‖x(t)‖�‖xt ‖̃r �Li‖x(�+
i−ki−k̃

)‖ → 0,

as i → ∞, where it is clear thatLi has an upper bound,
for all i = 1,2, . . . . In other words‖x(t)‖ → 0, ast → ∞.

Thus solutions to system (6) are equi-attractive in the large,
as required. �

With the absence of the delay term̃r from (6), the result-
ing system is an impulsive system with delayed impulses,
given by{ ẋ(t) = Ax(t) + �(x(t)), t �= �i ,

�x(t) = Bix(t − ri), t = �i ,

}
t > t0,

x(t) = �(t − t0), t0 − r� t� t0.

(18)

Theorem 4 can be applied to system (18) in the follow-
ing manner. By comparing system (6) with (18), we obtain
r̃ = 0, k̃ = 0, �1(x) = 0 and�2(x) = �(x). This implies
that ‖�(x)‖�L2‖x‖ andL1 = 0. In this case, according
to Theorem 4, the result that corresponds to system (18) is
described by the following corollary.

Corollary 5. Let 2̃� be the largest eigenvalue ofAT + A,
�i+1��, for some�>0,

Ei = ed�i+1‖I + Bi‖,
Fi = rie

d(�i+1+�i−�i−ki
)‖Bi‖[‖A‖ + L2]

for i = 1,2, . . . , whered := �̃ + L2. If Ji is the ki × ki
matrix given by

Ji :=



0 1 0 · · · 0 0
0 0 1 · · · 0 0
0 0 0 · · · 0 0
...

...
...

. . .
...

...

0 0 0 · · · 0 1
Fi 0 0 · · · 0 Ei

 ,

i = 1,2, . . . , then system(18) is equi-attractive in the
large provided that each eigenvalue, �(i), of Ji satisfies
|�(i)|�
<1, i = 1,2, . . . .

Proof. The proof follows directly from Theorem 4 and the
fact that̃r = 0, k̃ = 0 and�1(x) = 0. �

We shall now state four useful remarks regarding the re-
sults of Theorem 4 and Corollary 5.
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Remark 1. The eigenvalues of the matrixJi , for all
i = 1,2, . . . , are the roots of the characteristic equation,
given by

(�(i))ki [(�(i))̃k − Ei] − Fi = 0.

Therefore, as the delay term̃r increases, the dimension of
the matrixJi also increases and thus the degree of the char-
acteristic polynomial will increase.

Remark 2. Theorem 4 and Corollary 5 can be used to
choose appropriate matricesBi , i = 1,2, . . . , which make
the eigenvalues,�(i), of Ji lie inside the unit circle. Further-
more, if the matricesBi , i =1,2, . . . , are given, then Theo-
rem 4 and Corollary 5 can also provide an upper bound on
the delay termsri , i = 1,2, . . . , for which systems (6) and
(18) remain equi-attractive in the large.

Remark 3. Although, intuitively, one may conclude that
the delay term̃r has no influence on the dynamics of the
impulsive system, Theorem 4 indicates that the value ofLi

and the dimension of the matrixJi , for i = 1,2, . . . , will
increase as the valuẽr increases. Thus the upper bound
on the range of values ofri will change accordingly so
that system (6) will remain equi-attractive in the large. We
will show, through several numerical examples in the next
section, that when considering impulsive synchronization of
hyperchaotic systems, the larger the delay termr̃, the smaller
the upper bound on the delay termsri , i=1,2, . . . , in order
to obtain identical synchronization.

Remark 4. The conditions of Theorem 1 and Corollary 1
are all sufficient conditions but not necessary, i.e., systems
(6) and (18) may remain equi-attractive in the large, although
one of the conditions of Theorem 4 and Corollary 5 may fail.
This is also illustrated through numerical examples in the
next section when considering impulsive synchronization.

4. Examples on hyperchaos synchronization

Recently, hyperchaotic systems have gained considerable
attention for their potential applications to the field of se-
cure communication. Due to the fact that hyperchaotic sys-
tems possess more than one positive Lyapunov exponent
(unlike low-dimensional chaotic systems), it is believed that
hyperchaos might be a better tool for constructing a chaos-
based secure communication scheme. In this section, we
shall present several examples to investigate impulsive syn-
chronization of two four-dimensional hyperchaotic systems
with the presence of delay, in order to apply the theory ob-
tained in the previous section.
Hyperchaos was observed for the first time in 1986 from

a real physical system—a fourth order electrical circuit
(Matsumoto et al., 1986). This simple circuit is autonomous
and contains only one non-linear element, a three-segment
piecewise-linear resistor. All other elements are linear and

passive, except an active resistor, which has a negative
resistance. By considering the circuit parameters from
(Matsumoto et al., 1986), the dynamics can be written as
ẋ1
ẋ2
ẋ3
ẋ4

=

0 0 −2 0
0 0 0 −20
1 0 1 0
0 1.5 0 0



x1
x2
x3
x4



+


2g(x2 − x1)

−20g(x2 − x1)

0
0

 , (19)

wherex1 andx2 denote the voltage across the two capacitors
in the circuit, whereasx3 andx4 denote the currents through
the two inductors included in the same circuit. The mapping
g is a piecewise-linear function, given by

g(x2 − x1) = 3(x2 − x1) − 1.6(|x2 − x1 + 1|
− |x2 − x1 − 1|). (20)

Let �1(x) = [0,−20g(x2 − x1),0,0]T, �2(x) = [2g(x2 −
x1),0,0,0]T and

A =

0 0 −2 0
0 0 0 −20
1 0 1 0
0 1.5 0 0

 .

Then system (19) becomes

ẋ(t) = Ax(t) + �1(x(t)) + �2(x(t)). (21)

System (21) will represent the driving system in our model,
whereas the response system will be given by{ u̇(t) = Au(t) + �1(u(t)) + �1(x(t − r̃))

−�1(u(t − r̃)) + �2(u(t)), t �= �i ,
�u(t) = −Bie(t − ri), t = �i , i = 1,2, . . . ,

(22)

wheree(t)=x(t)−u(t). This model resembles the one dis-
cussed in the first section and the one studied inKhadra et al.
(2003a). In this newmodel, system (22) is impulsively driven
by system (21), using the matricesBi , i=1,2, . . . , and con-
tinuously driven by the signal�(x(t−r̃)), wherẽr represents
the transmission delay. The solution trajectories of system
(21) in the state spaces(x1, x2, x3), (x1, x2, x4), (x1, x3, x4)
and(x2, x3, x4), are displayed inFigs. 3(a), (c), (e) and (g),
respectively, whereas the trajectories of the system (22) in
the state spaces(u1, u2, u3), (u1, u2, u4), (u1, u3, u4) and
(u2, u3, u4), are shown inFig. 3(b), (d), (f) and (h), respec-
tively. In addition, the time evolution of the state variables
of both systems (21) and (22) are shown inFig. 4(a) and
(b), respectively, where the first component of each system
is represented by a solid curve, the second component by a
dashed curve, the third component by a dashed–dotted curve
and the fourth component by a dotted curve. Notice their
identical behaviour, although they start from different initial
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Fig. 3. Solution trajectories of systems (21) and (22) in the state spaces
(a) (x1, x2, x3), (b) (u1, u2, u3), (c) (x1, x2, x4), (d) (u1, u2, u4), (e)
(x1, x3, x4), (f) (u1, u3, u4), (g) (x2, x3, x4), (h) (u2, u3, u4).

conditions. The identical behaviour is verified by consider-
ing the error system, given by
ė(t)=�1(x(t),u(t))

+�1(x(t−r̃),u(t−r̃))

+Ae(t)+�2(x(t),u(t)), t �=�i ,
�e(t)=Bie(t−ri), t=�i i=1,2, . . . ,

 t > t0,

e(t)=�(t−t0), t0−r� t� t0,

(23)
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Fig. 4. Time evolution of the state variables for (a) system (21); (b) system (22).

where,�1(x,u) = �1(x) − �1(u), �2(x,u) = �2(x) −
�2(u), �(t − t0) is an initial constant function andr =
maxi{ri, r̃}. Theorem 4 gives the sufficient conditions under
which the error system (23) is equi-attractive in the large,
i.e.,e→ 0, ast → 0.
Notice that

‖�1(x,u)‖ = ‖�1(x) − �1(u)‖
= 20|g(x2 − x1) − g(x2 − x1)|
�124(|e2| + |e1|)�124‖e‖.

Similarly, it can be checked that‖�2(x,u)‖�24.8‖e‖.With
the above model, we have‖A‖ = 20, 2̃� = 18.5, L1 = 248,
L2 = 24.8 anda = 282.05. Thus, by applying equi-distant
stabilizing impulses with�i = � = 0.002 andBi = B =
−I , for all i = 1,2, . . . , whereI is the identity matrix, we
obtain

Ki = K = exp[a� + L1�ea�] = 1.9180,

Li = L

= exp

[
a(k + k̃)� + L1

a
e(k+k̃)a� − L1

a

]
= exp[0.5641(k + k̃) + 0.0879e0.5641(k+k̃) − 0.0879].

Therefore, according to Theorem 4 and Remark 1, system
(23) is equi-attractive in the large ifriL[‖A‖ + 2L1 +
L2]< 
ki+k̃ , for all i=1,2, . . . . It follows that the maximum
delay which the error system can endure in the impulses, is
given by

ri < rmax=1.8491×10−3

×exp[0.0879(1−e0.5641(k+k̃))−0.5641(k+k̃)]
for all i = 1,2, . . . and for
 ≈ 1. Notice thatrmax, in this
case, is smaller than 0.002. This implies thatk = 1, for all
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Fig. 5. Solution trajectories of system (23) with the presence of delay.
(a) r̃ = 0.001 andr = 0.0004; (b) r̃ = 0.001 andr = 0.001. (c) r̃ = 1 and
r = 0.0021.

i = 1,2, . . . . Hence

ri < rmax= 1.8491× 10−3 exp[0.0879(1− e0.5641(1+k̃))

− 0.5641(1+ k̃)] (24)

for i = 1,2, . . . . From (24), we may conclude that asr̃ →
∞, k̃ → ∞ andrmax → 0, which reflects the nature of the
relationship between the two delay terms. In general, it can
be checked that as̃r increases, the upper bound onri , for
all i = 1,2, . . . , given byrmax, decreases.
If the delay term̃r = 0.001, theñk = 1. It follows that

rmax= 0.4979× 10−3.

This means that if the delay termsri , for all i = 1,2, . . . ,
are all bounded above byrmax, then Theorem 4 will guar-
antee that system (23) remains equi-attractive in the large.
This is reflected in the numerical simulations, employing
the Runge–Kutta method, presented inFig. 5(a), where the
initial constant function is given by�(t − t0) = �(t) =
(1.12,−1,0.5,−0.2)T (t0 = 0), the integration step-size is
taken to be 0.0001 and the delay terms to ber̃ = 0.001 and
ri = r = 0.0004, for alli = 1,2, . . . . It can be seen that the
solution curves, presented by a solid curve fore1(t), dashed
curve for e2(t), dashed–dotted curve fore3(t) and dotted
curve fore4(t), all converge to zero. In addition,Fig. 5(b)
shows that the desired result of equi-attractivity in the large
is still achieved, although̃r=0.001 andri=r=0.001>rmax,
for all i = 1,2, . . . , which indicates that the conditions of
Theorem 4 are sufficient conditions but not necessary, as
discussed in Remark 4. Finally, taking the delay termr̃ = 1
andri = r=0.0021, for alli=1,2, . . . , the synchronization
is lost and the equi-attractivity in the large of system (23)
fails, as shown inFig. 5(c). Actually, without the presence
of the delay term̃r, i.e., wheñr=0, and keepingr=0.0021,
the numerical simulation shows that system (23) remains
equi-attractive in the large, as shown inFig. 6. This kind of
relationship betweeñr andrmax is already expected in view
of Eq. (24) and Remark 3.
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Fig. 6. Solution trajectories of system (23) with̃r = 0 andr = 0.0021.

5. Cryptosystem based on hyperchaos

In this section, we shall construct a cryptosystem similar
to the one presented inKhadra et al. (2003a). However, in
the upcoming model, the chaotic signals are generated by
hyperchaotic systems installed at the transmitter and at the
receiver ends. In addition, the applications of Theorem 4
and Corollary 5 to this hyperchaos-based communication
security system will be investigated.
The proposed cryptosystem is shown inFig. 7, where

two hyperchaotic systemsx andu, which are used to mask-
modulate and unmask the message signalm(t), respectively,
are included. The hyperchaotic systemx= (x1, x2, x3, x4)

T

is at the transmitter end, whereas the hyperchaotic system
u= (u1, u2, u3, u4)

T is at the receiver end. Letm(t) be the
information signal to be encrypted. Themasking-modulating
process ofm(t) is done through two operations: multiplica-
tion and addition, viz.f (t) := e(m(t))= (−60x2(t)m(t))+
20[3x1 + 1.6(|x2 − x1 + 1| − |x2 − x1 − 1|)], wheref (t)
is the encrypted signal that will be used to drive the hyper-
chaotic systemu at the receiver end.s(t) is the transmitted
signal. It consists of a sequence of time frames of lengthT.
Each time frame is divided into two regions: synchronizing-
impulses region of lengthQ, where the impulses are loaded,
and the encryption region of lengthT − Q, wheref (t) is
loaded. The two regions are combined at the transmitter and
then sent across a public channel to the receiver. At the re-
ceiver, each time frame ofs(t) is decomposed into the en-
crypted messagef (t) and the synchronizing impulses. At
this point,f (t) is used to drive the systemu, whereas the im-
pulses are used to impulsively synchronizeu with x. When

Fig. 7. Encryption process ofm(t).
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Table 1
Binary representation of the English alphabet

Letter Value Binary Letter Value Binary

A 10 001010 N 23 010111
B 11 001011 O 24 011000
C 12 001100 P 25 011001
D 13 001101 Q 26 011010
E 14 001110 R 27 011011
F 15 001111 S 28 011100
G 16 010000 T 29 011101
H 17 010001 U 30 011110
I 18 010010 V 31 011111
J 19 010011 W 32 100000
K 20 010100 X 33 100001
L 21 010101 Y 34 100010
M 22 010110 Z 35 100011

001110

initial
block

e d ar separating
block

000000 011011 001110 001101 000000 001010 011001 011001 010101

p p l e

Fig. 8. Binary representation of the text “red apple”.

synchronization is achieved, we havex ≈ u. Thus the de-
cryption process off (t) becomes feasible by applying the
operation

m(t) ≈ m̂(t) = d(f (t))

= f (t)−20[3u1+1.6(|u2−u1−1|−|u2−u1+1|)]
−60u2

.

We shall present a numerical example involving the above
scheme and using the plain text “red apple”. The basic idea
of generating a signalm(t) representing any plain text is to
assign numbers to the English alphabet. For the letter ‘A’,
we assign the number 10, for the letter ‘B’, we assign the
number 11, and so on till we reach the last letter ‘Z’ whose
assigned value is 35, as shown inTable 1. These numbers
are transferred to their binary representation (with appropri-
ate number of zeros added to the left to make all of them
six-digit numbers) and a piecewise continuous signalm(t)

consisting of a sequence of step functions is generated to
reflect these binary representations of any plain text. The
way the signalm(t) is constructed is done by forming a se-
quence of steps and blocks. Each block consists of 6 steps,
where each step has length 0.05 s and height (or magnitude)
equal to 0 or 1 depending on the value of the binary digit in
the binary representation of the plain text. Each block repre-
sents the binary representation of one English letter only, as
shown inTable 1. The signalm(t) becomes complete when
it is preceded by a block of 0s (i.e., the first block ofm(t)

is a set of six steps of magnitude 0), in order to avoid the
transient region (TR) of impulsive synchronization, and the
words are separated by blocks of 0s. Using the above set
up, the binary representation of the plain text “red apple”
becomes the sequence shown inFig. 8 and the piecewise
continuous signalm(t) representing this plain text is shown
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Fig. 9. (a) Original information signalm(t). (b) Transient region (TR).
(c) Decrypted signal̂m(t).
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Fig. 10. Components of the error dynamicse approaching zero ast → ∞.

in Fig. 9 (a). Certainly, implementing the cryptosystem de-
scribed earlier, there will be two types of delay involved
in the system. Delay in the impulses, denoted byri , for
all i = 1,2, . . . , and in the differential system, denoted by
r̃, identical to those discussed in the previous sections. We
shall concern ourselves, however, in this numerical set up
with the first type of delayri . i.e., we shall assume that the
transmission delay is zero and we just have sampling de-
lay. For an accurate decryption of the signalf (t), identical
synchronization between the two hyperchaotic systems, at
the transmitter and receiver ends, is required. Now choosing
the matricesBi , to be−I , whereI is the identity matrix,
the delay termsri = 0.0008 (̃k = 0) and�i = 0.002, for all
i = 1,2, . . . , and using the Runge–Kutta method of step-
size 0.0001 for integration, the numerical simulation of the
error dynamicse shows identical synchronization starting
from time 0.004 s, as expected from the discussion we had
in the previous section (seeFig. 10). Furthermore, the simu-
lation of m̂(t) is identical to the graph ofm(t), as shown in
Fig. 9(c), whereFig. 9(b) shows the TR. This can be seen in
Fig. 11which shows the graph of̂m(t) − m(t) decaying to
zero ast → ∞. Whenm̂(t) is retrieved at the receiver end,
transferring the signal into a plain text is done through the
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Fig. 11. The difference of̂m(t) − m(t).

same procedure as the one to constructm(t), i.e, by dividing
the signal into blocks of six steps and reading the steps in-
side each block. The plain text “red apple” can therefore be
recovered.

6. Conclusion

We have shown that the time delay in the impulsive dif-
ferential system has direct impact on the upper bound of the
delay in the impulses which the system can endure with-
out losing its equi-attractivity property. Since delay in se-
cure communication schemes is inevitable, the mathematical
framework in this paper provides a suitable set of sufficient
conditions to deal with such an issue, especially when deal-
ing with communication schemes for impulsive and contin-
uous driving between chaotic systems.
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